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Abstract  
Operation and maintenance effectiveness is a continuous demand driven by 
increasing competitiveness requirements in all sectors, including manufacturing, 
transport and energy. It is usually related to different concepts, such as operational 
reliability, lean manufacturing and sustainability. Data monitoring related strategies, 
such as condition-based or predictive maintenance, employing cutting-edge 
technologies, are increasingly supported by commercially available tools and 
solutions. New sensors and, communication systems, offered at ever decreasing costs,  
empower the necessary infrastructure with advanced processes for helping operation 
and maintenance personnel to perform their tasks more effectively.  

A central topic in this area is the automation of the monitored data analysis. Once 
infrastructure problems are solved and relevant data is captured and efficiently 
transmitted, the integration from data, through information, to decision making, is 
critical for automation, yet often overlooked. 

This paper reviews recent technology advances that scale up the use of monitoring 
methods, with a particular focus on information processing automation systems, 
reflecting the lessons learnt from a recently finished joint research effort. The paper 
also analyses the impact that monitoring is having in modern production and 
operation, and how reliability helps in the identification of best automation 
strategies. 
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1. Introduction  

The rapid penetration of web-based, mobile and wireless technologies in enterprise 
operations, alongside shrinking costs and increasing hardware capacity, is changing 
the landscape of engineering asset management practice.  

 

Figure 1. Picture- trend of cost reduction at ICTs (ICKnowdledge1) Measure: units per technology: 
DRAM - $/Megabyte;  WaferWidth - $/MTx (Million transistors; Flash mem. - $/Megabyte; Intel micro 

- $/Mega instructions per second) 

Maintenance and asset management process efficiency is often assessed by setting 
specific Key Performance Indicator (KPI) targets (Crespo-Marquez 2007). KPI 
estimation accuracy itself should be based on reliable data and information. Modern 
enterprises are increasingly faced with complex decision-making issues meeting 
performance, normative/legislative, cost, quality and safety requirements. Meeting 
such requirements cannot be achieved without controlling and maintaining adequate 
asset operational condition. 

In response to these pressing demands a recent concerted effort in the field, the EU 
FP6 funded Dynamite project (Dynamic Decisions in Maintenance, IP017498), has 
delivered a set of tools and methodologies to support advanced and cost-effective 
maintenance processes. The results of this project are outlined in the first published 
book on e-Maintenance (Holmberg et al 2010), highlighting the targeted use of 
sensors, smart tags, signal analysis, intelligent decision support, mobile devices, 
common database schemas, maintenance web-services, diagnosis, prognosis, as well 
as assessment of financial cost-efficiency. 
                                                      
1 http://www.icknowledge.com/  



 

 

A central concept here is e-Maintenance, which constitutes a technological 
framework supportive of asset lifecycle management, making related information and 
services ubiquitously available (Muller et al 2008, Holmberg et al 2010). The e-
Maintenance framework applies to both lower level operations, as well as to higher 
level decision making and maintenance planning. By enabling the seamless 
integration of data, services and actors, it empowers enterprises to formulate, plan, 
execute and adjust their asset management activities, based on the organizational 
enterprise asset management strategy, but, critically, basing decisions on the most 
relevant and timely information and by integrating in this process the right actors and 
stakeholders, adequately supported by tools that support all layers of the maintenance 
function (Jantunen et al 2007).  

2. Automation – from data to decision making 

As indicated in (Muller et al 2008) E-maintenance unleash the potential of new 
maintenance strategies and activities, but it is still strongly dependant on the capacity 
of automated and integrated processing of monitoring data. In this context, the 
purpose of condition monitoring is to confirm machine or process health status, or to 
identify changes occurring in this status. The key steps in change identification, 
which have attracted a great deal of industrial and academic research: fault detection; 
classification; localization; severity estimation; and remaining life prediction.  

These five processes compose the full picture in diagnosis and prognosis. The steps 
can be very laborious if tackled manually. However we can simplify the steps in 
automation by understanding the key states and their transitions. 

• Data –that is essentially condition monitoring measurements. There is also some 
useful qualitative data, such as odor. Data streams are vectors of individual 
readings, but can also be complex data arrays, such as frequency spectra. Some 
data has routine processing before use, in order to highlight certain characteristics 
or parameters, for example the Fourier Transform of vibration time series data. 

• Information – knowledge, facts or the communication of these. Condition 
monitoring data is usually calibrated, in order to detect, locate, classify, or to 
determine the severity of the fault. We consider information to be processed data 
that that are presented in a meaningful representation, in the context of condition 
monitoring.  Knowledge in turn is derived from processed data represented but 
represented at a higher abstraction level, leading to greater interpretability by the 
users and more directly linked to physical asset concepts.  

• Decisions – judgments made as result of information and knowledge, presented in 
the context of risk, as expressed by the cost of an action (or the impact of not 
taking the action) and/or the probability of an undesirable event  

There must, therefore, be two transitions which we seek to automate. 



 

 

1. Transition from data to information and knowledge: here a series of refinements 
are put in place, which may involve reduction of the quantity of the data by 
feature extraction, feature selection or sampling, comparison to reference cases, 
aggregation of a number of indicators, and commonly the indication of a state, 
which is relatively simple. The steps tend to be superior to routine processing 
because of the elicitation of meaningful information and knowledge, not readily 
associated with the data alone. The information may not be in binary states but 
instead be fuzzy, reflecting the natural ambiguity in characterising a condition, for 
example reflecting the gradual transition from a healthy to faulty state. This 
transition is largely numeric in its characteristics. (Esteban et al 2005) 

2. Transition from information and knowledge to decisions: the features, cases and 
states are evaluated in terms of cost-weighted risk. The decision must be clear – it 
is black-and-white, not grey. An action is either scheduled, or it is not. The risk 
factor may be used to rank the urgency of actions, or to provide a decision 
threshold based on resources, criticality and importance. This transition may fuse 
numeric and qualitative information. (Moore & Starr 2006) 

The next sections focus on factors that are facilitating both transitions. We can 
distinguish at least two aspects: standards that facilitate and guide the development of 
automated data processing; and new technologies that enable ubiquitous data, 
information and services availability, coupled with intelligent decision support. The 
former are related primarily to data modeling; the latter are linked with the extensive 
use of web-based technologies and intelligent systems. It is worth pointing out that 
there are important complementary factors that are enabling an increased use of 
monitoring data, ranging from novel communication systems to new sensing devices 
and interoperability standards, not covered in this paper.  

3. Standards to enable automation  

There are a series of norms that, appearing during last 10 years, are facilitating the 
automation process in several ways.  

3.1 Standards for process modelling 

A first group of norms guide and conceptualise the different modes in which 
diagnosis and prognosis information can be modelled, from mathematical to 
heuristics.  ISO 13381 (2006) in particular lists a rather complete set of failure 
modelling techniques which are presented here:  

Life expectancy model:  The life duration of individual components in a machine can 
be estimated with respect to the risk of deterioration during inspection and the risk of 
failure during operation, and can according to ISO 13381 be: 

i. reliability based 



 

 

ii. deterioration based (statistical; deterministic; expert opinion; equations, tests; 
FEM; damage models)  

Reliability models provide reliability-related information as probabilistic values with 
respect to time. Computation on these functions can provide mean time to failure 
(MTTF) values. Weibull analysis may be used to take into account failure rate 
increase when components become old or in cases of “infant mortality” (i.e. failures 
that occur in early stages of an asset’s life). Reliability factors may be adjusted with 
respect to monitoring data and operating conditions. This enables reliability factors to 
be individualized for a given machine. 

On the other hand, deterioration models are used to estimate the deterioration 
(damage) initiation and progression (e.g. wear, cracks and corrosion). They may be 
modelled with several states of deterioration, based on previous inspection results on 
similar machines. These models may be coupled with “good behaviour models” to 
predict future deterioration. In an ideal situation these should be physical models so 
that all relevant factors that influence the deterioration could be taken into account. 
Unfortunately the reality is that compromises have to be made i.e. a complete 
physical model would become too complicated and the wear model might not be 
known in a detailed enough level. 

Mathematical models: ISO 13381 lists the following options for mathematical 
models: 

iii. behavioural (the principle is to model the behaviour using physical laws; 
modelling may be quantitative or qualitative) 

iv. statistical (a Pareto approach that uses statistical histograms to evaluate the 
probability of occurrence of one or more failure modes) 

v. probabilistic (a modelling process that calculates the probability of a failure 
mode based on the probabilities of the initiating failure modes) 

vi. neural network (a computational approach that uses neural network in order to 
compute probability of occurrence) 

Knowledge-based models: These are grouped in the following way: 

vii. rule-based symptom/fault model 
viii. causal tree model (described in ISO 13379:2003) 

ix. case-based reasoning 

The principle for the latter is to use the similarity between the observed situation and 
case(s) already known and resolved (e.g. this fault resembles other cases). This model 
needs a learning phase based on good experience, i.e. based on several well-described 
cases. The technique is rather widely used in the diagnosis of rotating machinery 
components. 



 

 

The identification of all these as actual modelling techniques enables a clearer 
understanding, positioning and comparison on the research and development being 
carried out at every company. What is more, ISO 13381 helps to identify the required 
information at every model i.e. in order to make a prognosis, the following need to be 
considered: 

• existing failure modes and deterioration rates  
• the initiation criteria for future failure modes  
• the role of existing failure modes in the initiation of future failure modes  
• the influence between existing and future failure modes and their deterioration 

rates  
• the sensitivity to detection and change of existing and future failure modes by 

current monitoring techniques  
• the design and variation of monitoring strategies to suit all of the above  
• the effect of maintenance actions and/or operating conditions; the conditions or 

assumptions under which prognoses remain valid 

In addition to the above aspect it is important to understand that other factors can 
influence the further deterioration of the component under consideration. Such factors 
as e.g. temperature, viscosity, clearance, load and speed can have an impact. Each 
influencing factor may be considered to be a symptom of an existing failure mode and 
the influencing factors also have effects on the progression and initiation of other 
either existing or future faults. 

3.2 Interoperability standards 

Another very important set of standards is not related with how to model a specific task, but 
instead to facilitate data integration among different tasks. Here, letting aside the variety of 
standards for wired and wireless communication protocols, it is important to focus on the 
standards that deal with the ‘logical’ interoperability between information and tasks. 

In particular, a complete CBM system may be composed of a number of functional blocks or 
capabilities: sensing and data acquisition, data manipulation, condition monitoring, health 
assessment/diagnostics, prognostics, and decision reasoning. In addition, some form of a 
Human System Interface (HSI) is required to provide a means of displaying vital information 
and provide user access to the system. Thus, there is a broad range of system level 
requirements that include: communication and integration with legacy systems, protection of 
proprietary data and algorithms, need for upgradeability, and reduction of engineering design 
time and costs. With these requirements in mind, OSA-CBM (Open System Architecture for 
Condition Based Maintenance) (Thurston & Lebold 2001) is designed as an open non-
proprietary CBM communications framework to provide a functional platform flexible 
enough to suit a broad range of applications. The goal of OSA-CBM is the development of a 
layered architecture (and data exchange conventions) that enables interoperability of CBM 
components, intended to bridge the gap between computer scientists, program managers and 
systems integrators.  The seven layers of this architecture offer a sound way to distribute the 
business processes, to share development efforts among distributed workgroups, and to 



 

 

determine the level of intelligence of a system (e.g. what level of process should be on-board 
an aircraft, how ‘intelligent’ a sensor will be, etc). 

OSA-CBM standard is maintained by An Operations and Maintenance Information Open 
Systems Alliance (MIMOSA2). Here, coupling OSA-CBM with another architectural 
specification (OSA-EAI Open System Architecture for Enterprise Application Integration) 
offers an exhaustive set of database specifications to develop integrated maintenance related 
solutions. This is becoming a growing reference, being adopted by many companies offering 
connectivity to Enterprise and Maintenance Management Information Systems, such as ERP 
or CMMS systems, that has also been converted into ISO13374 standard (2007) and more 
recently into ISO 18435 (2009) for industrial automation, including integrated information 
about production diagnostics and maintenance. 

 

Figure 2. Correlation between OSA-CBM and ISO activity level (ISO 13374) 

4. Technologies for automation 

The internet and the adoption of the aforementioned standards have enabled the extensive use 
of intelligent web services and machine learning systems for diagnosis, which in turn 
structure the way automated systems should be constructed. 

Most existing commercially available products only perform inferential steps. This is because 
learning - any change in diagnostic knowledge- is very difficult to be encoded once a 
business process is placed on a system. However, changes concerning most of the monitored 
machinery may appear everywhere, so ability to modify the inferential steps is a must (Arnaiz 
& Gilabert 2004). In fact, learning abilities are really the key to identify a system as 
‘intelligent’ i.e. preventing the continuous repetition of same mistakes. Given this, learning 
can come in two different ways: As a batch fully data-dependent process, where a model is 
constructed out of a data system; and as an incremental approach, where an existing model is 
slightly modified by new data (or expertise). These adaptive systems are the main focus of 
research concerning ‘incremental’ updating of the knowledge systems, and there exist sound 
paradigms to incorporate these abilities in both diagnostics and prognostics systems (Gilabert 
and Arnaiz 2006) (Emmanouilidis et al 2010).  

                                                      
2 http://www.mimosa.org 



 

 

 

Figure 3. The development of diagnostics system adapted to a particular problem can be eased with 
BN technologies including appropriate tools for visual diagnostic modeling (Garcia & Gilabert, 2010) 

Web services (Gilabert et al 2007) represent an important development of the use of the Web. 
Initially the Web was used to transport pages of HTML from a files system somewhere on the 
internet to a browser which would render it and display it to a user. On the other hand, there 
exists interoperability protocols such as DCOM/COM+ or CORBA. What is actually novel is 
the use of a plain text format for the exchange of messages as well as a standard Internet 
protocol such as HTTP / TCP for message transport. This guarantees that any machine 
connected to the net will be able to participate in an interoperable (Web Service) Exchange 
since HTTP is usually always open on even the strictest firewall configurations.  

These properties of web services are important in order to provide added ‘intelligence’ to 
existing systems (such as ERP or CMMS systems) much in the same way a new sensor adds 
new data to the ‘pool’ of information managed by maintenance operators, leveraging legacy 
systems instead of substituting them, and facilitating the adoption of new technology capable 
of fusing all available information. For example, the DYNAMITE project created a 
framework for the inclusion of these services as web business processes capable of 
performing intelligent actions on demand, from a pool of competing resources (i.e. a web 
service for diagnosis based on FTA information vs. a service based on expertise for engine 
diagnosis based on compound lubricant and vibration information) 

5. The impact of automated monitoring  

5.1 Performance Assessment 

Many maintenance processes with intelligent monitoring data processing automation still 
have larger margins for optimization, compared to operations. To have an impact on 
enterprise policies, they must be backed up by adequate metrics. Such metrics include the 
Overall Equipment Effectiveness (OEE), Return on Net Assets (RoNA), or other metrics 
related to dependability indicators, mainly, reliability, availability and safety. 



 

 

 

Figure 4. Comparison between PdM & PM vssus CM work orders, with respect to injury rates (RM 
Group) 

There is also very particular indicator, termed ‘Wrench Time’, which measures time directly 
spent on physical asset effort, such as inspecting, adjusting, repairing and replacing 
components, once discarded other times such as travel times, etc. Evidence has shown that 
this time does not in practice exceed more than 35% in average of productive personnel time, 
leaving much space for improvement (Wireman 2003).  

The e-Maintenance framework strongly supports improvement processes, by streamlining 
and performance measurement. An increased automated data monitoring, coupled with 
adequate toolsets is a major advantage for better performance estimation.  

5.2 Economics – the real cost 

The crucial element for e-Maintenance adoption will be to demonstrate that its 
implementation increases performance by a clear margin. This will ultimately convince 
senior colleagues to treat maintenance as a value creation tool, rather than a cost centre. It 
will also become a powerful tool to evaluate maintenance provision as service, which can 
trigger the adoption of sound maintenance practices not only by larger enterprises, but SMEs 
too, who can quantitatively evaluate the possibility to outsource maintenance services.  

However, whereas there are many analysis of cost effectiveness related to preventive 
strategies (Al-Najjar and Alsyouf 2003) there are still very few analysis where condition 
monitoring cost-effectiveness is evaluated.  

However, this is starting to change and some methods are starting to appear to evaluate all 
‘pros’ and ‘cons’ related to the implementation of a CBM solution. This should include many 
aspects such as training costs, the changes in the organization related to the technological 
change, the cost of a lack in accuracy due to the novelty of the methods, the costs of changing 
legal procedures and norms, etc. The figure below is an example of this trend. Good 
examples are (Conde et al 2009; Al-Najjar and Ebenhagen 2010) 



 

 

 

Figure 5: Variation in the cost of a CBM strategy (€/hour with respect to total operation time) related 
to a specific component (lube oil) in a mechanical compressor. Predictive costs includes inclusion of 

on-line sensor systems with automated monitoring. Left: Variation of predictive cost taking into 
account estimated accuracy of the CBM system. Right: Variation of preventive replacement cost taking 

into account a variation in preventive action period. (Conde et al 2009) 

6. From RCM to CBM – a simple strategy for continuous 
improvement 

Conde et al (2009) presented a model for continuous improvement of maintenance strategies, 
taking into account the continuous emergence of new technologies on the market and their 
gradual cost reduction. Therefore, the model proposed evaluates cyclically the status of any 
plant, wind farm or fleet of mobile transport assets, in order to match profitable technologies 
(today or early tomorrow) with company profitability and reliability targets or indicators. The 
model is based on the application of different tools, and follows a six-step structure based on 
a Deming cycle, to gradually improve each process or service. The steps are carried out in a 
cyclical manner: 

• Selection of the objectives: The first step is to 
establish the main objectives and it is one of 
the most important steps. KPI indicators are 
established that will guide the optimization 
process – revised at every cycle. It is typical 
to start with simple indicators (e.g. 
Reliability) and to derive to more specific 
ones (e.g. assets maintained per person)  

• Identification of key company assets. The 
next step is the identification of the main 
company areas (customers, machinery types, 
process sections) where indicators are critical. 
It is normally related to a Pareto principle, where a minimum no. of assets have a 
maximum influence on the KPIs  

• Analysis of selected assets. An exhaustive analysis of product/processes is carried out to 
identify the events linked to the indicators. A Failure Mode and Effect Analysis (FMEA) 
can be used to obtain the information. 

• Development of the proper strategy for each critical product/processes. Analysis and an 
assessment of various maintenance strategies for the selected critical product/processes. 

Figure 6: Maintenance cycle 



 

 

Here it is key the development of the aforementioned cost simulation of predictive 
strategies with automated monitoring. 

• Implementation of actions. The last but one step is to implement the selected strategies 
in each case, and at least in one control group to evaluate the results. 

• Final evaluation: To evaluate whether the initial objectives have been fulfilled or not 
using the KPIs initially defined.  

In respect to other models (Crespo et al 2006) more related to preventive strategies, this 
model uses RCM methodology (incorporated in the identification and analysis steps) together 
with newly developed predictive cost simulation algorithms, to identify potential savings 
when changing to automated monitoring processes in company operation.  

7. Conclusion 

There are still important factors affecting the implementation of automated monitoring 
systems. In a recent conference3 that was specifically focused on the actual barriers to a more 
widespread implementation of condition based systems, it was clear that difficulties with the 
development of cost effective automated monitoring technologies and reliable prognostics 
have hampered practical use and full exploitation of CBM. Among the problems identified 
are those related economics (cost-effective systems), interoperability, diagnostic robustness 
(e.g. models with high rates of diagnosing true faults but reducing false alarms), technical 
issues (e.g. data security and protection when dealing with distributed data sources) 
certification and enterprise (e.g. reluctance of work-force to modify learned abilities and to 
adapt to new maintenance and operation processes). Most of these challenges are currently 
being addressed worldwide, having at the forefront more interoperable automation systems, 
standardized and user friendly. We should therefore conclude with a positive vision of an 
increased presence of intelligent systems for automated monitoring and control that lead to 
more efficient and reliable maintenance and operation systems. 
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