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Abstract 

Wireless sensor networks are increasingly employed in a range of applications. Condition Monitoring in 
particular can benefit from the introduction of distributed wireless sensing solutions, operating with a high 
degree of autonomy. Wireless condition monitoring can extend the toolset available to the lifecycle management 
of engineering assets, offering ease of installation, flexibility, portability and accessibility. A significant hurdle 
for the adoption of wireless condition monitoring solutions in industry is related to the extent that such solutions 
can operate over long time periods, while providing adequate monitoring. At the application level of sensor 
nodes, recent programmable wireless modules are able to host intelligent services exhibiting some form of smart 
behavior that enables them to recognize events that deserve further attention. Thus, engineering assets equipped 
with embedded novelty detection capabilities exhibit some level of self-awareness, much needed to support 
enhanced and sustainable operation. Investing in sensor logic and its software implementations upgrades 
wireless modules to small model building agents capable of providing strategic advantages over static sensing 
infrastructures. The configurability and the programmable nature of recent maintenance management techniques 
and their decision support algorithms can now be ported to software agents hosted on tiny devices right in the 
operating environment of each asset. In this paper we review current enabling technologies, with respect to 
implementing ubiquitous maintenance solutions, and we study the design requirements for developing Novelty 
Detection techniques, as intelligent middleware components embedded on a single sensor module. On the basis 
of the identified design requirements, a conceptual architecture for the development of wireless sensor – 
embedded intelligence is outlined.  
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1. INTRODUCTION 

Industrial needs for mass customization and increased manufacturing competition exert more pressure on enterprises to 
improve their operational efficiency in order to preserve their long-term sustainability. In the pursuit for rapid adaptation to the 
ever changing production demands and manufacturing paradigms, a sustainable manufacturing organization should be 
supported by a versatile maintenance engineering infrastructure. The maintenance management, execution and operations 
framework should have goals that lay beyond the horizon of simply preserving the operating condition of isolated process 
equipment at a desired level. Instead, a holistic view of maintenance is required, from the operations level, wherein monitoring 
of critical machinery parameters is taking place, all the way up to the level where strategic decisions are taken, influencing 
production process planning and imposing targets and constraints to production machinery operation. High-level maintenance 
planning can only succeed insofar it is based on valid operational-level data and reliable machinery operation. Within a 
lifecycle engineering management approach, condition monitoring emerges as a key enabling factor to support sustainable 
operation of machinery, engineering structures and production, units (Kiritsis 2010).  

Most modern industrial manufacturing processes utilize condition monitoring systems that rapidly adopt and benefit from 
technology innovations. These advancements provide upgrades for the system’s technical infrastructure or operating logic. The 
former include device architectures that may include system-on-a-chip (SOC) designs or isolated advanced circuits, while the 
latter chiefly refer to supporting logic and software tools – such as novelty detection, diagnostics & prognostics, enhancements 
in computerised maintenance management systems and remote services. Wireless sensor networks offer easy and customizable 
deployment of several sophisticated agents of small form-factor Within an e-Maintenance approach (Liyanage et al. 2009; 
Muller et al. 2008), these monitoring agents are able to host automated computational and data storing operations that scale 
from elementary sample filtering to complex data processing (Monostori et al. 2006; Moyne 2007). The current vision is that 
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such programmable features of the latest wireless sensor modules, coupled with their wired counterparts, can fuel the 
development of on-line maintenance management systems that rely on processed data-streams from intelligent services hosted 
on dynamically formulated monitoring subnets. These dedicated subnets, populated by capable software components, will be 
able to monitor, model, diagnose and become calibrated to the operating behaviour of each specific machine installation. 
Sustainability in such systems is essentially supported by a virtual technician who samples and smart-processes the machines 
parameters on a 24/7 basis. This virtual technician’s efficiency can be easily upgraded by simply adding more wireless agents 
or updating their embedded software. 

Presently, maintenance service providers are not limited to static solutions of wired infrastructures controlled by complex 
software suites. Utilizing an isolated server as the sole point-of-access for machinery information in a monitored environment, 
does not constitute anymore the most efficient approach. Data relevant to condition monitoring and equipment maintenance 
can become ubiquitously available to technical personnel, via mobile and handheld devices, or remotely via the internet by 
simply coupling to services residing directly in the sensing infrastructure. In the medium to long term, this approach opens up 
the potential for the creation of a new market niche, wherein condition monitoring and maintenance service providers will be 
offering highly efficient and customisable software solutions, with increased interoperability to operate seamlessly on top of 
various wireless sensing modules. Key to this radical innovation is the ability to perform reliable condition monitoring tasks, 
based on flexible, portable and easily deployable systems, making extensive use of wireless and miniature-devices (Arnaiz et 
al. 2006). With industrial equipment increasingly being treated as asset whose value needs to be managed, an important 
research edge is to embed self-awareness features, both in stand-alone machinery, as well as in complex equipment 
configurations or production lines and units (Emmanouilidis and Pistofidis 2010). This paper deals with issues pertaining to the 
development of wireless sensor network-based condition monitoring. Current hardware/software platforms and applications are 
reviewed and we take a look at the design features, the architecture and the implementation issues that involve the 
development of sensor-embedded intelligence. That is a set of functions and services, able to deliver efficient local processing 
of condition monitoring data, which can be exploited for novelty detection & diagnostics and can be ported to wireless sensor 
networks. Our approach places machinery self-awareness as a key feature for achieving sustainable machinery and therefore 
production operation. We argue that the first step towards machinery self-awareness is embedded software implementing 
novelty detection. The discussed research can lead to platform attributes able to significantly widen the range of sensor-
embedded software functionality, allow rapid development of the proper middleware components and ensure efficient novelty 
detection performance. Novelty detection is a key first level of processing for condition monitoring, which in turn holds the 
key to enhancing and extending sustainable machinery operation. 

This paper is organized as follows. Section 2 reviews wireless condition monitoring applications. Section 3 takes a closer 
look at some of the current wireless sensor network platforms and their characteristics, with a view to their potential benefits to 
wireless condition monitoring. Next, the available sensor operating systems and middleware are discussed, upon which the 
development of an embedded –logic novelty detection and condition monitoring architecture can be based, as discussed in 
sections 4 and 5, respectively. The targeted industrial pilot case is briefly presented in section 6, followed by the conclusion.  

2. WIRELESS CONDITION MONITORING 

Wireless sensor networks are increasingly deployed as flexible alternatives to wired instrumentation systems. Their ease of 
installation & operation, scalability and topology flexibility are seen as their main advantages over wired solutions. Recent 
advances in microprocessors and board integration methods have provided the means to produce potent, richly-featured and 
considerably cheap sensor board architectures. Current sensor boards contain powerful 32bit CPU architectures, several MB of 
flash memory, and diverse RF connectivity, e.g. Bluetooth, WiFi or ZigBee. Research utilizing these architectures has made 
possible the transition of sensor board logic from simple protocols and algorithms printed on bare metal, to complex multi-tier 
middleware platforms. Such middleware can effectively sit on top of various dedicated sensor operating systems and provide 
interfaces for pluggable application components. On the down side, they have a limited battery life used to support their low-
consumption tiny scale SOC integrations, while they can be susceptible to interference and noise. Extending battery life is 
sought by means of optimising the sensor node power management through energy-saving protocols and energy-aware profiled 
operation scheduling. Alternatively, research efforts have been devoted to convert sensor nodes from passively powered 
components to active systems that seek to balance power consumption with power management and harvesting, in the form of 
self-powered sensors. This is the prime objective of the recent EnOcean initiative, targeting primarily the building monitoring 
sector1, Power management is still very much an issue open to research, seeking to identify adequate trade-offs between 
capable wireless sensor modules and energy-saving implementations.  

Condition monitoring was from the outset an early adopter of emerging sensor technology. Soon after wireless technologies 
started to mature in modular designs and implementations, advances in hardware integration of wireless circuits and embedded 
programming of wireless protocols lead to the concept of wireless sensor networks. The mass availability of small wireless 
devices and their applicability to industrial automation enabled access and transmission of sampled data or processed 

                                                           
1 www.EnOcean.com 
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information anytime and anywhere. Wireless sensor networks can scale up to compose large monitoring environments, since 
expanding a network is as easy as simple node placement/addition. The main advantages brought by wireless sensors include: 

• Ease of installation: sensor positioning is freed from the constraints of cabled installations 
• Accessibility: every point of measurement becomes accessible. Each individual wireless sensor node can be mounted 

to various positions on the monitored machine. The small size and autonomy of these devices allows extensive 
placement customisation, including locations that would be harder to consider for wired instrumentation. Furthermore, 
it is also possible to retrofit sensors onto equipment after the latter has been installed, with minimal intervention.  

• Simplified network design: dynamic topologies for fault tolerant networks allow redeployment, traffic rerouting and 
network robustness to deal with possible interference. Mesh sensor networks provide dynamic self calibration and 
embedded diagnostics that constantly calculate optimal reconfigurations. Such features are essential for all wireless 
deployments, especially when they have to utilise congested bandwidth for their communication.  

• Scalable, large and yet maintainable infrastructures, as new nodes can easily be added to the network. Upgrading, 
maintaining and restoring wireless sensor nodes results in near zero down-time for the monitoring system. 
Reconfiguration of the topology is instant, while any new nodes are automatically accepted by the network and directly 
utilised to serve the monitoring process. Thus the network is tolerant to faulty nodes and can always adjust to deliver 
monitoring services. Wireless sensor networks are by nature a versatile and easy to maintain infrastructure. 

 
Wireless sensor network deployment and applicability may nonetheless be constrained by the limited battery life of the 

sensing node, its higher costs and susceptibility to damage when the node is not offered in a relatively ruggedized enclosure. 
Furthermore, relatively high powered interference, electromagnetic scattering and noise may cause additional problems, 
reducing the reliability and effective bandwidth of the deployed network (Conant 2006). Wireless technologies have been used 
in condition monitoring systems, bringing in considerable benefits. With wireless sensors rapidly evolving in multiple 
engineering disciplines (both in terms of hardware components and their embedded logic), there currently exist a significant 
number of different academic and commercial wireless sensor platforms. New alliances and vendors have been formed around 
the technology, producing building blocks and prototype systems that serve low duty-cycle monitoring environments for 
applications such as commercial buildings, public infrastructures and industrial plants, as long as radio transmission is 
relatively robust. These set of ‘early adopters’ are gradually creating initial success stories and know-how, preparing the 
ground for a much wider adoption of wireless condition monitoring. Thus, in the last five years, WSNs have made a growing 
impact serving mainly non-manufacturing application areas. A second wave of adopters is currently growing in the 
manufacturing area, where large installations of wireless condition monitoring systems move from their infancy to more robust 
deployments with accurately defined functionality and effective co-existence and connection with previous maintenance 
subsystems and infrastructures. Early research efforts have given rise to evaluation testbeds, piloting installations and device 
prototypes, gradually leading to more efficient and upscaled condition monitoring tools and solutions. Based on the extent and 
results of the active research and the recorded number of end user deployments, two broad application areas have already 
emerged for wireless condition monitoring systems:  

A. Structural Health Monitoring (SHM) - The structural health of large scale constructions, such as highway and railway 
bridges and utility infrastructures, constitutes a problem space where maintenance is translated in large annual 
expenditures and high-risk manual inspections. Since accurate multipoint measurement is the rule here, wired 
deployments tend to limit the infrastructure’s sensing capabilities merely to its first installation placement configuration. 
Moreover, routing wires on a structure, to implement a sophisticated placement plan tends to contribute to any degrading 
process that undermines its solidity. Maintaining the monitoring infrastructure adds one extra reason for a technician to 
conduct visual inspection of wires and devices. In the context of SHM, wireless sensors do not operate as sampling 
simple endpoints. Their capabilities and complexity designates them as autonomous data acquisition nodes to which 
traditional structural sensors (e.g. strain gages, accelerometers) can be attached. In such wireless condition monitoring 
processes the sensor network is viewed as a small scale platform in which mobile computing and wireless communication 
elements converge with the sensing transducer. A platform with a layered embedded logic: 
� The Operating System – it provides an abstraction layer, hiding the hardware control mechanisms from higher level 

software components. 
� The Middleware Applications – hosting the implementation of methods and algorithms designed to autonomously 

process and store structural response. 

Examples of such monitoring deployments are analysed in (Chintalapudi et al. 2006), where a two-tier hierarchical 
architecture (resource constrained sensors / computationally potent sensor modules) is used to compose a highly 
responsive and robust wireless sensor network for vibration monitoring and analysis. In (Lynch and Loh 2006) a detailed 
review of various wireless sensing modules is conducted surveying their hardware features and testing their ability to 
fulfil the required complexity of structural history analysis and data processing. Wireless condition monitoring has been 
widely adopted by systems supporting civil infrastructures such as bridges (Kim et al. 2007) (Wang et al. 2007) or 
pipeline network (Stoianov et al. 2007) where the size of the deployment area requires placement specification only met 
by the versatility of wireless sensor networks. 
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B. Equipment or process monitoring - Industrial plants constitute the second largest and most significant application domain 
for wireless condition monitoring. Wireless sensor networks have been primarily piloted and tested in non-critical 
industrial environments and manufacturing processes (Alhetairshi and Aramco 2009). Application examples include 
condition monitoring of rotating machinery (Lee 2008; Son et al. 2009), machine tools & machining processes (Tan et al. 
2009; Wright et al. 2008b),  Condition monitoring involves analysis and processing of high-resolution sensor samples, 
using intelligent, statistical and pattern recognition techniques to estimate the condition state of a component, machine, or 
process. A condition monitoring system enables the implementation of a condition-based maintenance strategy, whereby 
maintenance decisions are taken on the basis of the actual monitored entity condition, with clear benefits:  
� Predictive maintenance applications have benefited from automating the traditional manual process for the collection 

of machine state data through visual inspection and instrumentation. Wireless condition monitoring systems allow 
multiple samples to be flexibly acquired, while their nodes’ processing units can execute single-node or even 
collective algorithms effectively driving smart prognostics and diagnostics closer to the machine’s operating 
environment (optimal responsiveness) (Ramamurthy et al. 2007). 

� Condition monitoring has benefited from the fact the wireless condition monitoring facilitates the sampling of far 
more sensing points and parameters than any wired solution. The ability to reconfigure sensor placement or even re-
distribute the number of sensor modules among the wireless network’s subgroups (each dedicated to one monitored 
equipment), offers limitless calibration potentials for the network deployment and topology. 

 
Many wireless deployments that serve industrial condition monitoring, focus on the operational behavior and the condition 
state of a single critical machine. Such an example is presented in (Chan and Tse 2009) where a motor-driven equipment is 
monitored by wireless vibration sensors embedded with a data compression algorithm that uses empirical modelling  to 
identify instantaneous changes in non-linear and non-stationary signals, caused by anomalous machinery operation. Another 
example of critical-machinery monitoring is described in (Discenzo et al. 2006) where self-powered wireless vibration sensors 
are employed to monitor the state history of a large shipboard pump. An evaluation of WSNs, and their supporting platforms, 
to provide tools for research in predictive maintenance and condition-based monitoring of end-milling is also reported in 
(Wright et al. 2008a). In a plant-scale application example, the deployment of an extended WSN to support quality control 
operations in a water plant is reported in (Shah 2007), featuring aspects of a “Smart Factory” concept. The flexibility and 
versatility offered by wireless technologies enable an increased level of self-awareness about the state of individual machines 
to be attained. In doing so, they pave the way to more widespread implementation of condition-based maintenance (CBM) 
policies. CBM itself has been defined to be implemented at different layers by the Open System Architecture (OSA) for CBM 
(Thurston 2001), adopted under the ISO-13374 standard for Condition Monitoring and Diagnostics of Machines and the 
MIMOSA Open Systems architecture for CBM (www.mimosa.org). Although much development effort has been devoted to 
the definition of related standards and to the development of appropriate operating systems and middleware for WSNs, much 
more research effort is needed in this area to reach a maturity level that will enable rapid application development and 
engineering solutions for industrial condition monitoring. In all cases, wireless condition monitoring based on WSN should 
offer smooth data acquisition, processing and transmission. To achieve this aim, WSNs must be supported by the availability 
of adequate WSN operating systems and middleware. Based on the availability of such operating systems and middleware, 
several different application modules and services can be built and integrated within a mobile maintenance management 
architecture (Arnaiz et al. 2006; Emmanouilidis et al. 2009). 

3. WIRELESS SENSOR NETWORKS 

A typical wireless sensor network comprises several sensing nodes deployed to cover an area of interest. Each sensing node 
is typically a miniature device comprising a board with sensing/actuating elements, a power unit, local CPU, memory, and an 
RF communication component comprising an antenna and a transceiver, while it may also incorporate other application 
specific modules (Figure 1). A wireless sensor network is a system largely characterised by (Sohraby et al. 2007): 

• its topology, mesh, star or hybrid, with mesh being more applicable to large scale outdoor deployments and star or 
hybrid being preferable choices for more controlled flow of information in short range areas, including industrial sites 

• its communication protocols, such as 802.15 (http://www.ieee802.org/15/);  
• the type and physical characteristics of the employed sensors (e.g. temperature, vibration, light)  
• the operating environment (indoor/outdoor, harsh, hostile, office/industrial, etc.).  
• the energy availability (limited/unlimited, rechargeable) 
• the nature of the sensing nodes operation (cooperative / non-cooperative) 
• the sensor network operating system and middleware 
 
The successful implementation of sensor network solutions depends on the maturity, functionality and expandability of the 

corresponding sensor network middleware and operating systems. These may deal with the way sensed data is aggregated or 
disseminated, as well as the way information routing is implemented. The latter can be done in a number of ways, such as data-
centric, hierarchical, hybrid or by placing emphasis on sensor location or on Quality of Service (QoS) and performance issues. 
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Sensor management (naming, localisation, 
maintenance, fault tolerance), authentication, 
registration, tracking and session establishment 
issues are largely dealt with by the WSN operating 
system and middleware. Our focus here is not on 
the sensor technology itself, but on issues related 
largely to the WSN operating system and 
middleware, to the extend they impact on the 
practicalities of implementing wireless condition 
monitoring. WSNs offer diverse characteristics, 
based on the adopted technology and protocol (see 
Table 1). They can be based on protocols, such as 
Bluetooth (www.bluetooth.org), WiFi (www.wi-
fi.org), WirelessHART (Highway Addressable 
Remote Transducer) (Foundation 2007) and even 
proprietary ones, yet it is the ZigBee protocol that 
has emerged as a de facto industry standard for 
employing WSNs in industrial automation and 
conversely in wireless condition monitoring 
(Baronti et al. 2007; Gungor and 
Hancke 2009; Moyne 2007; Wheeler 
2007). 

 
Indeed, the market forecast for ZigBee nodes was to reach half a billion by the end of 2010, exceeding a market value of $7 

billion (Sohraby et al. 2007), although more moderate estimates were suggested by other market studies2,3, with figures 
reaching a peak at around 2013, partly due to an expected drop in prices. This market increase is fuelled by a the technology 
push leading to lowering the cost and size of wireless sensing units, while increasing their capabilities, as well as by a market 
pull, encouraged by the growing maturity of the offered solutions and a real demand across application domains. The main 
reasons for the increasing adoption of ZigBee in industrial automation is its low cost and energy consumption, its small 
memory footprint, its relatively long range and the support for a large number of connected nodes. The initial application 
markets for ZigBee are energy management, industrial, home and building automation, supported by the development of public 
ZigBee profiles offering standardisation of interfaces between ZigBee compliant devices. More recently, ISA standardisation 
efforts are targeting at the development of the ISA100 family of standards for industrial automation, including IEEE 802.15.  

Table 1- Wireless Protocols Features 
Protocol Features Bluetooth ZigBee 802.11x 

Maximum Bandwidth 
(lower in practice) 

up to 3Mbps for Bluetooth 
2.1. 

up to 250Kbps for 802.15.4 up to 54 Mbs for 802.11g, 
over 100Mbps for 802.11.n 

Operations Data transfer between 
devices, cellular phone 
peripherals 

wireless sensor networks, 
industrial and home 
automation 

individuals, wireless 
internet service providers 
(WISPs), wireless intranets 

Operating Band ISM 2.4 GHz unlicensed ISM 868 MHz, 915 MHz 
and 2.4 GHz 

ISM 2.4 GHz or 5 GHz for 
802.11.a and 802.11.n 

Range 10m maximum in best 
conditions (100m for high 
powered devices) 

Typically up to 10 m 100m maximum in best 
conditions 

Battery life Hours to days Days to years Minutes to hours 

Size / Cost Small / Low cost Very small / very low cost Medium to large / medium 

3.1 Smart Sensor Networks 

A smart sensor is a term advocating the presence of sophisticated sensor functionality. Smart transducers are defined in the 
IEEE 1451 family of standards. These outline a set of protocols for wired and wireless distributed monitoring and control 

                                                           
2 ON World WSNs for Smart Buildings, 2009 
3 IDTechEx ‘Active RFID and Sensor Networks’ report, 2007 

Figure 1: A Wireless Sensing Node 



Book chapter, pp. 195-238, Concepts and Scope of Engineering Asset Management, Series: Engineering Asset Management 
Review, Vol. 1, Amadi-Echendu, J.E.; Brown, K.; Willett, R.; Mathew, J. (Eds.) 2011, ISBN 978-1-84996-177-6, 

 

applications. IEEE 1451 smart transducers are expected to have capabilities for self-identification, self-description, self-
diagnosis, self-calibration, location-awareness, time-awareness, data processing, reasoning, data fusion, alert notification 
(report signal), standard-based data formats, and communication protocols, supported by the so called TEDS (Transducer 
Electronic Data Sheets) (Song and Lee 2008). Smart sensor behaviour may vary from simple signal amplification to advanced 
data modeling techniques for condition monitoring (Boltryk et al. 2005). The characteristics and functionalities of a smart 
sensor are listed below (Vadde et al. 2004). 

• They include the processing capacity and the proper software routines to process data locally.  
• They can make efficient use of the network infrastructure through complex protocols and distributed communication 

patterns. Smart sensors are able to implement policies that enhance the network robustness and flexibility, and lessen 
the burden on centralized nodes. 

• They can support the execution of advanced distributed processes. These may include collective decisions, node task 
allocation and workflow management for the entire network.  

• They should be able to classify the data according to its criticality, in order to avoid unnecessary data processing 
during a critical stage of the monitoring item. Smart sensors can evaluate situations and configure sensing frequency 
enabling better monitoring performance when identifying a critical state. 

• They should be capable of self-diagnosis and self-calibration and be able to periodically prompt on coordinating 
sensors to collect and process network statistics. Such processing can result in network self customizations that 
balance topology and upgrade sensing performance. Faulty sensors can be easily identified, while the deployment of 
new nodes can be estimated based on sensing coverage maps and algorithms.  

• They can be re-programmed and facilitate the network to receive remote software updates. Additional processing 
techniques can be downloaded to a smart sensor. This feature eliminates the down-time of the network for updates. 

Inside most condition monitoring systems the sensor node constitutes the end-point component that lays closest to the 
machine. In the past, the main role reserved to the monitoring sensor was that of simply measuring parameters and transmitting 
(through wire) the samples to a data acquisition unit for further processing. The first step towards “smart sensor behaviour” is 
that of having nodes capable of conditioning and processing the monitored signal, before transmission. This upgrade is enabled 
by the introduction of hardware & software components (microcontrollers, memory, and basic processing software), into a 
sensor-scale board. These sensors moved from sensing end-points to “sensor nodes” and their device level architecture has 
been rapidly evolving. More sophisticated network-scale wireless sensor node architectures implement and support the second 
leap towards sensor intelligence for condition monitoring systems. Typical sensor-node designs now provide the basis 
application-oriented embedded software, addressing specific monitoring needs, thus enabling the wireless modules to perform: 

• Intelligent Sensing - Decide when to send machine parameters, by local evaluation of their novelty, significance, as well as 
confidence in reaching a first-level decision. The decision at this level should be merely focused on whether the monitored 
signals and parameters are ‘of interest’, so as to trigger further processing (e.g. transmission, diagnosis).  

• Intelligent Sustainable Monitoring Tools - Constantly monitor the sensor network and adapt its topology and operation to 
new parameters, conditions and events (i.e node failure). Network self-diagnostics and self-calibration can now be placed 
inside the tool (sensor nodes) and no longer constitute a responsibility of the instrumentation technician. 

• Intelligent Diagnostics - Warning/Critical level measurements automatically invoke local execution of simple or complex 
diagnostic procedures. Eembedded databases can effectively store reference history samples or previously processed 
machine state models. The technician can correspondingly access and respond to the reports or alert signals, while further 
development can lead to systems that self-trigger data transmission and remote services.  

Such a WSN architecture can constitute a key tool to support sustainable machine operation, as instead of sophisticated 
handheld instruments, connections to remote data centres, or printed machine history, the only needed tools are simple 
handheld devices able to wirelessly connect and couple with the service software components residing inside the sensor 
attached to the audited machine. The above smart sensor behaviour allows great potential for local data processing, upgrading 
the value of each sensor according to: 

• What has it been stored and recorded up until now, such as machine state parameters and events history.  

• What has it been modelled and learned up until now – reference parameters and models, capturing the machinery 
normal/abnormal behaviour. Profiling separately each machine or even each point of measurement, is becoming feasible, 
while still allowing for jointly considering multiple measurement data for modelling more complex behaviour.  

• What has it been diagnosed and reported up until now – correct/false alarms, confidence & novelty detection, efficient 
reporting and suggestions for further actions.  

Smart sensor networks are a form of programmable sensor infrastructure. Their role is not confined to monitoring a single 
unit. Their programmable nature enables deployment to serve different condition monitoring tasks, with minimal 
reconfiguration, thus forming a flexible and easy to customise tool that can support sustainable machinery operation.  
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3.2 Enabling Hardware Components 

The technological edge of the most recent wireless sensor designs and architectures is reflected to their 
increasingpenetration in monitoring systems. Their programmable nature offers huge potential of customization and 
configuration adjustment. Their ability to quickly adopt the cheap processing power and memory capacity constantly 
strengthens their place at the device-level of system components hierarchy. Some of the best performers, in terms of balanced 
capacity and energy efficiency, are powered by 8bit (Crossbow IRIS/Micaz ), 16bit (Shimmer , Quax MS-Pro ) or 32bit 
(SunSPOTs (Simon et al. 2006),  Crossbow Imote2 ) processors. Memory capacity (RAM/EPROM/Flash) can scale from 
several kb (Crossbow IRIS/Micaz, Shimmer, Quax MS-Pro) to several Mb (SunSPOTs, Crossbow Imote), or even external 
storage (Shimmer). Table 2 presents details of specific wireless sensor node hardware, whereas more comprehensive listings 
can be found in dedicated web resources456.   

 

Table 2- Smart Wireless Sensor Modules Classification 
 

Wireless Sensor 
Module 

Microcontroller  Memory Capacity 
Wireless 

Connection 
Operating 

System 
API / 

Middleware 

Crossbow 
(IRIS / MICAz) 

ATmega1281 
8-bit 

8KB SRAM (IRIS), 
512K (Ser.)FLASH, 

128K (Prog.)FLASH, 

2.4 GHz IEEE 
802.15.4 / 

ZigBee compliant 

TinyOS Based, 
Contiki (IRIS) 

MoteWorks / 
TinyOS Nesc 

Crossbow 
(Imote2) 

Intel PXA271  
32-bit 

256KB SRAM, 
32MB FLASH, 
32MB SDRAM 

2.4 GHz IEEE 
802.15.4 / 

ZigBee compliant 

TinyOS, Linux and 
SOS 

MoteWorks / 
TinyOS Nesc,  

Microsoft .NET 
Micro Framework 

Sun 
(SunSPOTs) 

ARM920T 
32-bit 

512KB RAM, 
4MB FLASH 

2.4 GHz IEEE 
802.15.4 

Java Squawk Java APIs 

PrismaSense 
(Quax MS-Pro) 

MSP430 
16-bit 

10KB RAM, 
40KB FLASH 

2.4 GHz IEEE 
802.15.4 / 

ZigBee compliant 
ISOS 

Microsoft .NET 
Micro Framework 

Shimmer MSP430 
16-bit 

10KB RAM, 
48 KB FLASH, 

Micro SD 

2.4 GHz IEEE 
802.15.4 and 

Bluetooth 
TinyOS 

TinyOS Nesc / 
Labview 

Crossbow Sun Prisma Shimmer-Research 

 
IRIS                MICAz           Imote2 

 
SunSPOTs 

 
Quax MS-Pro 

 
SHIMMER Sensor 

3.3 Energy Issues 

Managing and minimizing the energy consumed during the operation of a wireless sensor based system, is a major concern. 
The main driving force for this effort is the resulting increased energy lifetime of the system. To be able to make solid steps 
towards such a goal, one should have a clear picture of the energy behaviour and the energy needs of each subsystem 
comprising a part of the sensor node architecture. This power analysis is extremely important to identify power bottlenecks in 
the system, which can then be the target of aggressive optimization (Raghunathan et al. 2002). 

Though tiny in size, as sensor nodes make the transition from labscale test-devices to real-world assets, they offer 
increasingly complex architectures with demanding energy schemes. To facilitate this transition, research done on the node 
platforms has identified promising techniques that can yield significant energy benefits. The most efficient method to ensure 
energy optimization in a sensor network is to customize the design of the sensor-node platform itself. Ultimately, it is the 
sensor-node hardware that consumes the energy, so if the platform itself is not developed on an energy-oriented pattern, no 
amount of higher layer management can produce the desired energy behaviour (Raghunathan et al. 2006). 

                                                           
4 The sensor network museum, available at http://www.snm.ethz.ch/Main/HomePage , as of 16/4/2010 
5 WSN mini hardware survey, available at http://www.snm.ethz.ch/Main/HomePage, as of 16/4/2010 
6 Body sensor networks, available at http://ubimon.doc.ic.ac.uk/bsn/m206.html, as of 16/4/2010 
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In the majority of wireless sensor networks deployments, the target event or amount that needs to be sensed and/or 
measured does not require constant sampling. Environments and situations, where continuous and permanent sampling and 
monitoring is essential (e.g. for integrity assessment, time-of-action or other reasons), are application areas where wireless 
sensor networks are inherently in disadvantage. The prime reason for that is that wireless sensor nodes are devices limited by 
the lifetime of their battery/energy source, while on the other hand real time performance are not strictly guaranteed. Their 
sampling/sensing activity is best characterised as periodical or on-demand, as every energy-aware activity does. The primary 
energy-saving behaviour has each node spending the majority of its time in a state of sleep. Waking up, to sample-compute-
communicate, is programmed in predefined time slots or invoked when probed by external sources. To provide high-energy 
efficiency in this paradigm, a sensor-node platform should provide: 

• ultra-low power-sleep mode. 
• rapid wakeup capability to minimize the power management (duty-cycling) overhead.  
• an embedded mechanism for controlling the transition between the sleep and awake modes and vice versa.  

While awake, apart from sampling, a sensor node may perform a considerable amount of computation and communication 
activities. Both research testbeds and deployment feedback have proved that computation is far less expensive than 
communication, in terms of energy consumption. As VLSI designs advance, sensor nodes gain processor and micro-controller 
complexity while keeping a low level of energy consumption. Since computation cycles are cheap, sensor network lifetime is 
significantly enhanced when the system software, including the operating system (OS), application middleware, and network 
protocols, are all designed to be intelligently energy-aware. The exploitation of these sophisticated platforms has given birth to 
the concept of smart wireless sensors. Such sensors allow the development of innovative energy-balancing components that are 
embodied in the node’s OS. This pattern has created a fruitful cycle of research that constantly upgrades wireless sensor energy 
behaviour in a number of ways: 

• Efficient management of available energy. 
• Energy saving hardware empowers high level computation. 
• Smart behaviour can be computed based on intelligent models. 
• Better tools and software components for sensor energy management are being developed.  

(i.e. Topology Management, Traffic Distribution) 
• Greater efficiency in energy management. 

The communication hardware in sensor nodes has only undergone small energy optimizations, not sharing the evolution 
steps of other subsystems. Though essentially serving communication interoperability and standardization, the mature state of 
802.15.4/ZigBee protocol is promising controlled data transmission costs, by minimising the energy consumed in the Radio 
subsystem. Research conducted on the full range of communication layers proposes various energy-aware techniques 
(Raghunathan et al. 2002): 

• Low Traffic Packet Forwarding - The use of intelligent radio hardware enables packets that need to be forwarded to be 
identified and redirected from the communication subsystem itself, allowing the computing subsystem to remain in sleep 
mode, saving energy. 

• Power Management of Radios - Techniques such as dynamic voltage and frequency shifting are used to reach an optimal 
balance between transmission energy consumption and transmission latency. 

• Modulation schemes - Higher modulation levels might be unrealistic in low-end wireless systems, such as sensor nodes. In 
these scenarios, a practical guideline for saving energy is to transmit as fast as possible, at the optimal setting. 

Most of the discussed techniques have been widely used in real life deployments, in order to extend the network operating 
lifetime. Nevertheless, they often ignore a crucial aspect of the sensor node functionality, namely, the energy supply system 
(most commonly consisting of batteries). Whatever method a system might use for energy management, its batteries can only 
provide a limited amount of energy and thus place an upper bound to the network lifetime. To overcome these limitations, 
research has turned its attention on energy-efficient management of the nodes operation and energy-harvesting. In order for 
these approaches to present an attractive solution to the energy problem, two main design principles must be followed 
(Raghunathan et al. 2006): 

• Extract the maximum power from the energy source, at each time instant dedicated to this process (since solar panels are 
essentially a “use it or lose it” power source). 

• Minimize any energy overhead associated with the energy harvesting, storage, and transfer components. 

Existing sensor-node platforms are unable to simultaneously satisfy all the above requirements. Their architecture and 
components can only be designed and developed, accordingly, to serve a small subset of the available power-saving methods. 
For example, an ultra-low-power sleep mode and an energy-efficient high-active mode represent conflicting objectives. As in 
every energy-oriented problem, WSN energy-management too, is an issue open to research, clearly in need of optimising 
energy-aware algorithms. The answer is nor trivial nor unique and lays in accepting the design rules of carefully balanced 
trade-offs based on best-performance practices. In summary, despite the fact that the WSN research community has made some 
progress on energy optimization, substantial research effort is still need in this area.  



Book chapter, pp. 195-238, Concepts and Scope of Engineering Asset Management, Series: Engineering Asset Management 
Review, Vol. 1, Amadi-Echendu, J.E.; Brown, K.; Willett, R.; Mathew, J. (Eds.) 2011, ISBN 978-1-84996-177-6, 

 

3.4 Supporting Technologies - RFID 

RFID technology is used for identification purposes in a similar but more flexible way compared to barcodes. Reading is 
done via RF readers rather than direct and close optical scanning required by barcode readers. At the same time RFID tags can 
locally store limited information, for example history data readings and can facilitate structured and decentralised data keeping. 
The business case for RFID technology is strong, particularly in Supply-Chain Management (Angeles 2005). Using RFID 
technology, asset tracking and handling can easily become computerised, facilitating the integration of maintenance and asset 
management with the ERP and the overall O&M activities of the enterprise. RFID adoption has to overcome certain challenges 
both of financial as well as technical nature. The key technical challenge is how to achieve reliable operation in a wide range of 
operating environments, as RFID operation can be hampered by the presence of metal surfaces or liquids (Apel and Strömdahl 
2008). Other issues are related to the larger effort needed to establish the infrastructure required to support the RFID tracking, 
as well as to customise the solution to the specific industry needs (Wu et al. 2006). However these concerns can be alleviated if 
the expected return of investment is shown to justify the extra cost and effort.  

The combination of WSNs with RFID technology brings in functionalities of rapid asset, equipment and component 
tracking. This in turn enables linking collected information to the data collection point. This link provides the right context for 
the measured signals. The integration of WSNs, portable computing devices and RFID technology makes the shop floor 
machinery information available to the networked enterprise authorised users, irrespective of location and time. In order to 
maximise the advantage of combining several wireless technologies together (WPAN, WiFi, RFID), a system architecture 
must be in place to integrate sensors, RFIDs, specialized embedded system units for equipment data collection, processing and 
transmission tools, handheld computing devices, display and touch screen panels and storage devices, as well as a central or 
distributed server system, accessible via wired or wireless connections. A typical application scenario in such a system is that 
of ubiquitous information mediation, which may be contextualized too, i.e. relevant to specific user profiles, locations or asset 
(Spaccapetra et al. 2005). Mobile technologies can also be used to offer Location Based Services (LBS). For example, RFID 
technology can be employed for the identification of components or assets. A system that is aware of the location of its 
monitoring assets can exploit this information to indirectly identify the user location.  

4. WSN OPERATING SYSTEMS AND MIDDLEWARE 

Sensor research & development has been effectively serving diverse applications. Research focused on sensor embedded 
software engineering has produced implementations that include programmable APIs and versatile toolkits, able to provide a 
rich base for the developers to utilize and extend many sensor module’s functionality. Energy-aware transmission protocols 
and sampling algorithms were the first to upgrade their computational complexity in order to trade the significant cost of data 
transmission for cheap processing cycles. This trade-off was possible through the development of dedicated software 
components utilizing advanced methods and approaches on data acquisition, data modeling and data interpretation. The level 
of computational complexity that characterizes the operations embedded on a sensor board is only limited by the processing 
and storing abilities of the board’s implementation. Promising implementations that effectively manage to fully utilize the 
capabilities of the latest state-of-the-art smart sensor modules have now evolved into pioneering software embedded 
components such as fully featured sensor operating systems, flexible tiny-scale databases, and even service-based platforms. 
Taxonomy and evaluation of these implementations provides valuable feedback that supports standardization initiatives and 
software architecture research (Akyildiz et al. 2002; Heinzelman et al. 2004; Sugihara and Gupta 2008; Tilak et al. 2002): 

• Abstraction of underlying 
hardware – Sensor level 
operating systems (TinyOS 
(Levis et al. 2005), SOS (Han 
et al. 2005), Contiki (Dunkels 
et al. 2004)) and middleware 
that can operate as the base 
logic of a range of sensor 
board architectures and 
integrated circuits. Multi-tier 
operating systems with 
software drivers which can 
efficiently handle and control 
sensor module-components: 
integrated sensors, ADC, 
memory modules, 
microcontrollers, RF/Wi-
Fi/BT (Figure 2).   Figure 2: Smart Sensor Embedded Logic 
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• Support of standards, specifications (e.g. MIMOSA , SensorML (Botts and Robin)) and communication protocols 
(802.15.4/ZigBee) that ensure software interoperability and efficient coupling in diverse wireless sensor networks.  

• Extensibility and customisation options – Versatile middleware supported by rich APIs and SDKs can interconnect and 
communicate with various sensor operating systems. It allows programmers to build software applications and services, 
implementing advanced internal functions or extend sensor connectivity. Third party applications and services can be 
hosted, inside the sensors logic, with customised functionality like a tiny-scale system.  

• Intelligent tools – Tiny complex database along with optimal small-footprint implementations of modelling techniques 
currently allow the development of small-scale intelligence within the sensor. Properly sized datasets and distributed 
implementations of statistical algorithms can be easily embedded inside wireless sensor modules to offer intelligence 
balanced by various parameters like energy- efficiency, network awareness and task prioritisation. 

As RF operation is much more power-consuming compared to CPU operation, a key challenge for smart wireless condition 
monitoring is to make optimal use of the RF operation, by transmitting only when and what is absolutely necessary, rather than 
sending a whole time series of measurements. The key to this is reliable and efficient Novelty Detection, ie the ability to track 
process deviation from known patterns of behaviour. However, this process can be computationally intense and resource-
consuming. Such real time data processing involves signal conditioning, filtering & other pre-processing, as well as modelling 
for novelty detection and diagnosis via machine or statistical learning methods. Typically these processes are performed on 
remote collection servers or to some extent on hand-held devices. Smart sensor nodes in WSNs can now accommodate on-line 
data processing supporting them with proper middleware routines. This does not resolve the other key questions: to transmit or 
not to transmit; what to transmit; when and how often to transmit. Sensor-embedded novelty detection is the first step to 
answering these questions. It makes no sense for a sensor to transmit, if it is not polled to do so or if it has nothing new to 
transmit. Therefore, sensor-embedded novelty detection is a key feature for energy-aware operation of WSNs.  

4.1 WSN Operating System 

Overall, the functionality of a WSN is indeed similar to that of a distributed system. However the form factor of the sensing 
nodes and the constrained resources require different treatment compared to a network of desktop computers. In particular, a 
sensing node requires an operating system that takes care of hardware control while abstracting the hardware from the higher 
level network layers and offer adequate services to the applications, much the same way as a typical operating system does. 
Nonetheless, due to the limited resources available to a sensor operating system, the management of resources by such a 
system has considerably different requirements, compared to standard operating systems. In particular a sensor operating 
system must (Sohraby et al. 2007): 

• have a very small memory footprint and low CPU requirements 
• provide some (though not full) real time support, as WSN are expected to be deployed at the operational level of an 

enterprise 
• employ efficient and reliable code distribution among sensing nodes, occupying as little bandwidth as possible 
• support efficient energy management, switching of nodes between sleep, awake and receive/transmit modes 
• provide application interfaces to the sensor middleware and application levels, making hardware accessible for system 

performance optimisation 

Among the various operating systems that have been developed for WSNs, including TinyOS, Contiki and SOS, perhaps 
the most widespread in its use is TinyOS. The latter has been designed with two prime aims, namely to guarantee simultaneous 
data flows among hardware devices, while providing as little processing and storage overhead to sensor nodes as possible. 
TinyOS is a compact operating system that does not employ stack-based threading but employs an event-driven model of 
operation. Both TinyOS and Mantis employ static memory and can be ported in a small size ROM. Contiki switches between 
static and dynamic memory and has large ROM requirements, while SOS entirely employs dynamic memory allocation and 
has the highest memory requirements. TinyOS execution is entirely event-based, while Contiki employs both event-driven and 
threaded programming and SOS executes in modules which are independent binaries that implement certain tasks or functions. 
Although popular, TinyOS has its drawbacks, namely the lack of support for priority scheduling, multitasking, fault tolerance, 
real-time guarantees. Recent effort in WSN operating systems are focusing on making them handle a larger set of real 
application requirements, while providing expanded toolsets for application development. 

4.2 WSN Middleware Design 

Currently available middleware solutions include MiLAN (Heinzelman et al. 2004), IrisNet (Gibbons et al. 2003), DSWare 
(Li et al. 2004), Impala (Liu and Martonosi 2003) and Dfuse (Kumar et al. 2003). The various middleware platforms have 
different priorities. Depending on their priorities, they can be characterised as data-centric, Quality of Service (QoS) driven, 
agent-based, web-based. Some can be considered as event-based, others as agent-based and some of them are known to employ 
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a more conventional centralised approach (Sohraby et al. 2007) (Molla and Ahamed 2006). Conducting a more development-
oriented survey, a classification of present middleware solutions can be done. WSNs have been surveyed in terms of the 
programming model and design principles of each project (Hadim and Mohamed 2006). Since application development is 
crucial for the utilisation of wireless sensor networks, many recent middleware initiatives are designed to constitute small 
footprint virtual machines with runtime support (Mate (Levis and Culler 2002), SensorWare (Boulis et al. 2003)). This runtime 
support extends the functions provided by the underlying OS for processing, communication and storage management, in order 
to offer a well-defined execution environment for applications and system programs. In this context, MagnetOS (Barr et al. 
2002) is an example of middleware that constitutes a single-image virtual machine. Unlike other sensor-focused virtual 
machines, MagnetOS integrates the OS functionality rather than interfacing with an independent OS layer. Such an approach, 
although limits the middleware interoperability and modularity, it ensures the efficiency of internal processes. 

Several recent projects, addressing the need for local data handling on sensor devices, have managed to fit their middleware 
functionality into the architecture of a tiny-sized database management system (Cougar (Yao and Gehrke 2002), SINA (Shen 
et al. 2001), DsWare). This approach fails to introduce complete stand-alone middleware solutions, since the architecture of a 
database system is tightly organised to focus on resource management efficiency. On the other hand, the majority of these 
platforms can easily interface and serve larger architectures acting as sophisticated component modules and services for data 
dissemination and data aggregation (TinyDB (Madden et al. 2005)). The distributed nature of sensor networks and the need for 
intelligent sensor behaviour has lead to the quick adoption of mobile agent technologies for WSN middleware components 
(Impala). Projects like Mires (Souto et al. 2004) are building on-top of the widely adopted TinyOS a publish/subscribe 
mechanism for efficient service discovery. EnviroTrack (Abdelzaher et al. 2004) is another example of middleware utilizing 
TinyOS to offer application-focused tracking services. The novel concept behind EnviroTrack’s architecture is the introduction 
of object entities and functions. It is worth mentioning that unlike traditional middleware implementations that sit between the 
application and the operating system, there are projects like MiLAN which have an architecture that extends into the network 
protocol stack. Recently, considerable research effort has been devoted to studying the principles of macro-programming 
abstractions in WSN applications. This line of research aims to provide the developer’s community with adequate guidelines 
for developing versatile middleware components and APIs (Kairos (Gummadi et al. 2005)). 

Even this brief overview of the different architectures and designs that provide the development guidelines for wireless 
sensor software, clearly displays the level of diversity that characterises this context. In Table 3 we summarise the key design 
concepts and features for each middleware platform and operating system. A basic set of principles has been derived from 
studying the development stages and the design decisions of the above WSN implementations (Yu et al. 2004): 

• The middleware should provide data-centric mechanisms for data processing and querying within the network. Data are 
distributed across the entire sensor network, and so are hard to use. Communication between sensor nodes requires the 
expenditure of energy, a scarce commodity in most WSNs. Making effective use of sensor data will require scalable, self-
organizing, and energy-efficient data dissemination algorithms. 

• Application knowledge can be used to tailor the design and implementation of software. Detailed knowledge of the WSN 
application’s functional requirements can significantly speed up the development of the services to be offered through the 
platform middleware. Making early application-focused decisions about the services design pattern is important for 
ensuring the middleware efficiency on top of different sensor operating systems. 

• Localized algorithms should be used to collectively achieve a desired global objective. Due to the distributed, dynamic, 
ad-hoc, and energy-constraint nature of wireless sensor networks, these algorithms can provide scalability, robustness and 
energy-effectiveness advantages. They are able to support intelligent task assignment methods for the sensor nodes 
(sensing, tracking, and reasoning). Flooding the network with useless or redundant data is avoided, and thus the lifetime 
of the sensor network is extended. 

• The middleware itself should be lightweight in terms of the computation and communication requirements. Though it is 
very tempting to adopt the paradigm of smart sensors software modules, it is quite hard (conflicting objectives) to 
develop energy-aware, memory-efficient or data-centric intelligent behavior. Sometimes simple and lightweight 
implementations can offer greater benefits. 

It is necessary for the middleware to smartly trade the QoS of various applications against each other. It is very likely that 
the performance requirements of all running applications cannot be simultaneously satisfied. A dynamic balancing based on 
predefined application criteria should be performed by the middleware QoS component services. 
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Table 3 - Wireless Sensor Software Classification 
 

Wireless Sensor Network Operating Systems 

Project Design Rule Main Advantage 

TinyOS Event Based Small Memory Footprint 

Contiki Event Driven Multi-Threading 

SOS Kernel Based Dynamic Modules 

MANTIS OS Multi-threaded Time-sliced Multithreading 

MagnetOS Virtual Machine Java VM – Easy Code 

Wireless Sensor Network Middleware 

Virtual Machine oriented approach 

Project Command Language Programming Level Underlying OS 

Mate Byte code  Low TinyOS 

SensorWare Tcl scripts High TinyOS 

MagnetOS Java language Higher MagnetOS 

Database oriented approach 

Project Querying & Tasking Language Data Collection 

Cougar XML data format , SQL-like language Enquire 

TinyDB ACQP language Enquire / Event Driven 

DSWare SQL-like Language Event Driven 

SINA Queries formatted in SQTL Scripts Enquire 

Other approaches 
Project Programming Paradigm Abstraction Level 

Mire Message Oriented  - Pub/Sub Services Local 

Milan Extends of the network protocol stack Local 

Kairos Macroprogramming Based Global 

Impala Mobile Agent Based None 

Enviro-Track Object Based Global 

4.3 Sensor Embedded Application/Service Development 

In order to equip WSNs with sensor-embedded operations, adequate software components need to be built. Various 
software architectures have been proposed and developed to drive the behaviour and functionality of WSNs. The latest and 
most promising ones adopt modular service-based patterns (SOA) that allow flexible and extensible development of sensor 
applications (diagnostic tools, prognostics, decision making, reporting) and/or middleware components (data handling, 
network management, energy-awareness). These are supported by (a) open / board-independent or (b) proprietary / board-
specific development tools, such as programming APIs, SDKs, emulation environments and software libraries. Wireless sensor 
intelligent software components in general follow three major programming paradigms: 

• Java (Java Squawk) – Due to the large java-community and the available tools and frameworks, java monitoring 
middleware has grown in availability and maturity, featuring easy portability to various java-based platforms. This fact has 
lead to significant research for Java sensor APIs and middleware in the last few years. Java monitoring agents and services 
rapidly evolve, offering extensive customisation options and efficient integration with higher level software populating 
online condition monitoring systems and CMMS. On the down side, most sensor embedded java virtual machines have 
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significant consumption profiles and require considerable computation and memory resources. Additionally, most java 
sensor components have been designed and implemented as stand-alone all-in-one platforms, integrating the role of 
operating system, middleware components and application services in a single virtual machine. This usually leads to poor 
support for more hardware sensor circuits and limited interoperability potential.  

• Microsoft .NET (Micro/Compact Framework) – These rich and extensible frameworks offer rich integration options with 
high level .NET application-suites and environments, such as CMMS and other remote control services. .NET Sensor 
software components exhibit fast performance and good control over hardware, thus appropriate for efficient execution, 
synchronisation and scheduling of monitoring tasks and events. Backed by well-structured libraries and tools, and by a 
constantly growing community .NET based wireless sensor modules allow rapid application development. As in Java, 
.NET also requires potent hardware components in terms of processing capacity and memory. Utilisation of such hardware 
is almost always characterised by high energy consumption profile.  

• NesC Programming Language (TinyOS) – NesC is an open C-like language. A large pool of components has been 
produced, currently driving the processing logic of many wireless condition monitoring systems. TinyOS, which is 
currently progressing to its 2nd stable version, offers a solid and reliable OS to host processing components that range 
from simple data/event handling mechanisms to complex statistical modelling for measurement classification. Its wide 
adoption both by research and industry lead to the present extensive availability of software drivers and frameworks for 
many different wireless sensor integrated circuits and their applications. NesC is lightweight enough to support balancing 
computational efficiency with network communications and hardware utilisation. From its birth, NesC was aimed to act as 
the programming language that will efficiently program low-featured wireless sensor modules participating in energy-
aware communication networks. Today, TinyOS effectively populates the lower layers of multiple NesC developed 
middleware that commercially provide sophisticated modelling routines and diagnostics.  

5. ARCHITECTURE FOR NOVELTY DETECTION AND CONDITION MO NITORING 

We now turn our attention to the design of an innovative architecture able to support intelligent on-site, as well as remote 
maintenance management. This effort introduced a wireless infrastructure that manages to interface and connect the latest 
implementations in low cost wireless devices (sensor, RFID, PDAs). Benefiting from the advantages of each technology 
serving its architecture, the proposed system presents a practical and easily deployable monitoring and maintenance 
management platform. In order to draw a clear picture of the systems’s targeted problem space, we describe the Use-Case 
scenario that acted as the guiding rule for extracting the platforms functional requirements: A typical user of the system will be 
equipped with a PDA device while operating at the shop floor. The PDA device carries a RFID reader so when the user 
approaches a tagged component or machine, the system recognises the user position in the operating environment and 
identifies the ‘active’ monitored component. The monitored machinery may have attached to it one or more sensing nodes. The 
user can wirelessly communicate with these nodes via the PDA or via the central computer system. In this way he can retrieve 
contextually relevant information, initiate or execute relevant work orders or receive visual or acoustic aid for his task at hand. 
The sensing nodes themselves are acting as sensor agents and can send and receive data back and forth to the central computer 
system via dedicated wireless gateways. The back office comprises a central database and a series of web services for 
communicating with the wireless sensor network, or for managing work orders and other maintenance related activities. 

The architecture comprises two blocks of maintenance – related services, operating on the operations and tactical level 
respectively (Figure 3): 

• Generic condition monitoring agents with embedded local sensing board (vibration, light, temperature, humidity, while 
other sensors can also be incorporated), signal processing, condition monitoring and diagnostics. 

• Generic mobile maintenance management support, which will bring to the shop floor instant support for engineering 
personnel, providing services such as access to equipment information, work planning & orders, shop floor monitoring 
data, service history and spare parts data 

 
Next, we focus on the condition monitoring agents.  

5.1 Condition monitoring agents  

Considerable research effort has been devoted to condition monitoring and fault detection. The operating behaviour of each 
machinery class, along with its special attributes, have led to the development of intelligent modeling approaches, such as 
knowledge-based systems, fuzzy logic, machine learning, neural networks and genetic algorithms. However, in most cases 
intelligent condition monitoring, assigns the execution of data analysis and modeling tasks away from the actual sensor and 
thus from the monitored machine. This denotes that data acquisition schemes and their response-actions may suffer from 
transmission delays between sensor nodes and gateways or gateways and the central server. Any failure of the server that hosts 
the analysis software results in a transition to a manufacturing process with zero support for diagnostics and prognostics. Even 
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when backup servers are invoked, data synchronization delays, sample-records gaps and reconfiguration routines make 
milliseconds or seconds seem like ages of unsupervised operation for critical machinery. 

 

 
Figure 3: The System’s Architecture 

 
As a more efficient, scalable and reliable alternative, this paper advocates  decentralization of data analysis and its porting 

to a sensor network distributed paradigm, within a wireless sensing infrastructure that performs distributed constructive 
novelty detection and diagnosis (Figures 4-5). Increasing the granularity and the distributed character of a computationally 
intensive process is a paradigm that has been followed by most disciplines in order to maximize utilization and performance 
while offering reliable (code migration, data replication) and scalable (over-the-air programming) processing infrastructures.  

 

 

 

The first level of processing of any condition monitoring agent is the ability to detect deviations from expected behaviour, 
often referred to as anomaly or novelty detection. Several anomaly detection techniques are reported in the literature, usually 
performed at the single sensor reading or component level, but sometimes also collectively in a distributed manner (Chandola 
et al. 2009; Rajasegarar et al. 2006).  We propose a sensor-embedded novelty-detection that upgrades the monitoring system’s 
flexibility and responsiveness to faults. The sensor network that monitors machinery behavior constitutes the part of the system 

Figure 4: Sensor Embedded Novelty Detection Concept 
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that resides closest to the source of any fault or degradation process. Developing sensor-embedded diagnostics can instantly 
signal alarms or schedule critical maintenance actions, directly after detecting the novelty in sampled machine parameters. By 
investing in a sensor embedded distributed intelligence, we aim to build a constantly upgrading constructive knowledge system 
tailored to each machine. Instead of a static sensing infrastructure supplying a central station with training data, we use sensor 
embedded novelty-detection to train and enrich a dedicated model for each machine’s condition state. Population-based 
computing paradigms such as evolutionary computing or swarm intelligence are strong candidates to implement the adaptive 
and distributed nature of this emergent learning behaviour pattern.  

 

 

Scalability and portability are among the benefits that WSN bring in to condition monitoring. This allows maintenance 
engineers to design modular architectures, which can easily scale from machinery-based networks up to plant-wide 
deployments. The efficiency of formulating computational groups, or larger sensor grids by sensor nodes, is mainly defined by 
the distributed pattern of the embedded software intelligence. It is therefore necessary to focus in the first instance on the 
machinery-level monitoring, before moving on to implementing a plant-wide monitoring infrastructure. The focus therefore is 
on defining a Service Oriented Architecture to populate the nodes’ embedded logic. This architectural pattern is currently 
driving the majority of web-based and grid platforms. The coupling between service-based components is aimed at providing a 
dynamic synthesis of computational resources and data collections. The resulting distributed data model and processing 
capacity constitute the means for implementing efficient Novelty Detection. Focusing on modular (service-based) patterns for 
embedded logic, WSN condition monitoring systems can scale from few nodes to few thousand nodes. Such a scalable and 
programmable infrastructure can be customised and tuned to meet diverse condition monitoring and diagnostics needs, using 
the same infrastructure to monitor different machines or even different plants. 

5.2 Novelty Detection Engine 

In order to address the design issues of embedding learning methods within the sensor logic, a reference, component-based 
architecture is proposed. The reference architecture is an advancement of the concept of constructive modeling for novelty 
detection, redesigned for embedding it within a sensor board (Emmanouilidis et al. 2006). In this constructive modeling 
setting, empirical process models are built and expanded to exploit newly acquired data. Each subtask of the novelty detection 
process is associated with an application or a service module according to its role and functionality. Inter-process 
communication and synchronization aspects are also addressed. The proposed architecture is modular by design and is based 
on a multi-tier sensor platform. It supports component interaction via appropriate interfaces. Subsequent analysis points at the 
need of standardizing these interfaces. Possible communication patterns and synchronization paradigms need to be studied. In 
our modular design, we assume that the components implement their intended functionality. Naturally, any alternative 
algorithm versions can be employed for the same functionality, thus the architecture can benefit from algorithmic 
improvements in terms of performance, computational efficiency and memory usage. For every subtask of the learning process 
a balanced decision must be made to prioritize and define the trade-off between performance and resource allocation.  

Sensor-level novelty detection aims at identifying unusual or unforeseen sensed behaviour based on features extracted from 
the monitored equipment. Any measurements which significantly deviate from the sensor-embedded process model are judged 

Figure 5: Distributed Novelty Detection Engine Concept 
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to be novel. It is important to make this clarification as in practice a measurement collection can be marked as novel not in the 
case that an expert user would consider it so but insofar as the built-in model recognizes it to be so. By the very nature of the 
approach, it is possible to expand the sensor-embedded novel to accommodate additional data and therefore expand its 
‘receptive’ field, a process consistent with the concept of constructive model building. In the context of a smart sensor’s logic, 
this process can be implemented as a Novelty Detection (ND) subsystem constituting a part of its software middleware. In 
order to design a proposed architecture for this subsystem, we first describe its step-by-step functionality and then assign 
execution to software components that can be included inside the sensors resource-limited logic. The functionality of the 
novelty detection system should include the following steps (Figure 6): 

 

Figure 6: Novelty Detection Subsystem modes and steps 

1. Initial setup. This step involves the initialization of the novelty detection subsystem. Parameters and processes are 
initialized and reset. During this step, ND database can be initialized to default data. This enables initial sensor-logic 
initialization to utilize previously built knowledge.  

2. Initial data acquisition. A first set of samples are acquired, to capture the monitored machine’s normal behaviour. This 
information is utilized to build the initial model that reflects the normal operation state. In the case that the initialization 
process did not discard previously stored knowledge in the database, this step can be omitted.  

3. Set-up refinement. The initialization step is executed again. This second initialization is configured by the normal state 
knowledge residing in memory (step 2). The goal of this repetition is to achieve the best initial calibration of the real-time 
monitoring and processing stage that follows. The benefits of utilizing any pre-existing data during initialization can prove to 
be much more important than hundreds of processing cycles that try to compensate for a badly configured training process. 

4. Real-time monitoring, data acquisition and processing. This step can be characterized as the ND subsystem’s core phase. 
It includes the real time knowledge building through empirical model learning. The data acquisition should be carefully 
synchronized with processing and signaling operations. The processing includes the execution of the employed learning 
algorithm, while the signaling operations need to define and drive the sensor’s response and reaction to ND subsystems 
findings (sensor single mode). 

5.  Collective ND functionality (sensor collective mode). This step is also associated with an ND subsystem’s core phase. 
In order for the sensor’s logic to participate in the execution of distributed processing, it must switch to a different operation 
mode. This mode is characterized by communication based on preconfigured patterns and processing based on special 
components of the ND subsystem’s architecture. During this stage/mode the sensors’ subsystems communicate to synchronize 
their models and collectively train them, either as individual models or as one synthesis deriving from their fusion. Collective 
ND is a significant feature of the proposed architecture. Many processes need multiple-sources data acquisition, involving 
measuring the same physical quantities from different locations, or different quantities from the same location, or different 
quantities from different locations. The ability to perform novelty detection based on the fusion of all these quantities is termed 
collective novelty detection. Novelty detection based on a single sensor or single sensor-node readings are a trivial case of 
collective ND, when additional data sources are nullified.  

6. Asynchronous independent functionality. This step is essentially executed in parallel to the previous core phases. It 
includes externally invoked processes that support the ND subsystems task. Their goal is to allow network users execute 
administrative and customization actions. These actions may include database management, labeling novel data or configuring 
the ND subsystem.  
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The overall functionality of the described above process is that of progressive model building (Emmanouilidis et al. 2006). 
The ND subsystem design should be versatile and customizable enough, in order to serve the knowledge-building needs of 
various monitoring applications. The main advantage of this approach is the full utilization of the energy-cheap processing and 
storing abilities provided by recent smart sensor modules. Thus, investing in the development of advanced sensor logic better 
exploits the sensor network’s infrastructure. Such an architecture has the additional advantage of bringing sensor software one 
step closer to standardization. In Figure 7 we illustrate the proposed ND subsystem’s software architecture. Deriving from the 
previously mentioned generic functionality steps and stages, this conceptual architecture is based on design decisions that 
involve component role designation, component implementation characteristics and component interaction and interfacing. To 
assign roles and properly place each component in our architecture, we divided each step and stage in a number of subtasks 
that constitute the components core functionality. A component’s implementation can be classified as: 

 
Figure 7: Sensor-based ND Subsystem. 

 
A Service Component – Service components follow publish and subscribe paradigms to register their functionality and their 
point of contact. Administrative and supervision tasks that involve network-user’s interaction with sensor-level information are 
implemented as services. Tasks that include data exchange between sensor nodes (distributed processes) or a sensor node and 
the data gateway (reporting tasks) constitute sensor interconnecting behaviour and they should also be implemented as 
services. Open and widely adopted standards should be followed to assure scalability and interoperability.  

A Middleware Component – Middleware layer is mainly populated by processes that need to utilize stored data and interface 
with the underlying operating system. Instead of outgoing communications links, these components are focusing on core 
functionality and aim for performance and efficiency. Functions that handle and process significant amounts of data 
(considering the sensor level memory) naturally reside in the middleware tier, implemented as components that can directly 
connect to organized memory structures without the need of complicated interfaces. Middleware components should be 
implemented with board specific SDKs or Toolkits in order to maximize performance and make optimal resource utilization. 

The ND Systems Database 
A learning-based Novelty Detection system should be supported by a model that undergoes successive training cycles. This 
model has to reside in some kind of organized memory space, supported by the proper access mechanisms of the underlying 
sensor operating system. Various projects are currently offering advance data handling techniques as sensor-level middleware 
components. SQL-like languages support these tiny scale Database Managements Systems (DBMS) and allow efficient 
filtering of sensor data. In our architecture, the database component plays a critical role in every step of the desired 
functionality. Implementing a ND subsystem, to train a model that resides in a DBMS middleware component, creates a strong 
dependency between the subsystem’s and the component’s performance. The database (DB) schema must include proper data 
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records to assist the model training. It should also include detailed settings to allow extensive subsystem customization. In 
order to efficiently configure the ND subsystem and model sampled data, the DB includes: 

• The “Configuration Data”  table where various operation profiles for the ND system can be stored, as a set of 
configuration parameters and settings. 

• A “Definition Data”  table that lists and describes the application specific parameters and factors that can be 
monitored and used for the monitoring task at hand. A subset of these parameters will be selected to define the record 
structure of the rest of the DB tables.  

• “Test Data”  is a set of predefined data used to test the models ability to effectively identify a number of important 
condition states. 

• “Novel Data”  is a table where the system stores sensed data, whose processing could not associate them with a 
previously known state. 

• The “Approved Data”  table includes previously identified novel data that have been cross-examined and revised by 
an expert and, in turn, have been labeled as indicators of a certain state (through administrative actions). Data 
populating this table compose the model that drives the training process. 

• Finally, “History Data”  acts as a legacy data repository for backup purposes and rolling back self-correcting 
operations. Its size and type should be carefully configured, in order not to waist valuable memory space. 

 
Advanced DB management actions may include setting up “Definition Data” for the monitoring application, inserting, 

deleting and revising “Approved Data”, examining, re-classifying and labeling of past data, as well as appending them to the 
pool of “Approved Data”. 

ND System Middleware Components 
A design decision is made to implement the monitoring process as a middleware component. The essential role of the learning 
process is to compare new incoming sampled data against the data model’s profiled clusters and evaluate its participation to 
any previously profiled condition state. According to the employed learning algorithm, data representing thresholds, central 
points and other cluster information are stored inside the DB. When a new sample cannot be associated to a previously 
recorded or known state, then an interrupt flags novelty and instantiates a reporting service to alert the network administrator 
and/or provide additional info. This component essentially executes the training procedure, and thus requires fast and 
synchronized DB access for the periodic processing and updating of the data model. In order to achieve such a balanced 
synchronization, the operating system’s data handling mechanisms can be utilized to execute advanced memory actions 
(DMA). The monitoring process calibrates 
the data processing cycles according to the 
sampling frequency and the DB access 
delays. Any charted time overhead is 
available in DB and assists in refinements 
aiming to achieve optimal training rate. 

The ND Systems Middleware Services 
The Service layer of the proposed 
architecture includes four groups of 
services, each delivering different type of 
sensor node behaviour and connectivity: 

Initialization Services - A set of services 
for booting the ND subsystem by 
initializing settings values and table 
records in the DB (definition data, test 
data). If the initialization service detects 
the absence of a stored knowledge model, 
it invokes the monitoring process and 
executes one cycle of data acquisition and 
processing (Figure 8). The resulting 
instance of the data model is processed by 
a refinement service that calculates 
enhanced values for a second subsystem 
initialization.  

Report Services - This group of services 
allow the ND subsystem to alert the 
network user on the identification of novel 
data and prompt for their classification 

Figure 8: Novelty Detection Subsystem Flowchart 
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through data labeling. Simple trending functions are also available as services, providing mini trending reports on parameter 
escalation and history of changes. Such reports along with streams of the corresponding data history, accompany alert 
messages to support the technician’s diagnosis for qualitative classification. The examination of this feedback may lead to the 
identification of a ‘hidden’ pattern of abnormal behaviour that causes a slow paced degradation.  

Setup Services - The ND Subsystem can be on-line reconfigured through a set of setup services. These services enable network 
users to access the data stored in the DB and modify critical settings that define the learning process. Database management 
services allow the user to revise and tailor the approved or history data table. The user can translate, label and classify data 
previously identified as novel. If this classification is not possible due to uncertainty, then further processing can be initiated 
(compare against updated data model) to refine the results and support a new decision. 

Swarm AI Service - The presence of these services can turn a single ND subsystem into a smart agent operating in a network 
of collective intelligence. The learning process is encapsulated in a distributed service envelope, allowing connection and 
coupling with other similar services. As displayed in Figures 7-8, these services implement DB synchronization techniques 
(replication, migration) and execute algorithms for collective decisions (collective-based Novelty Detection). Streaming 
variables’ history, data model’s characteristics (clusters’ central points, thresholds and dimensions), or even profiled state, 
allow data fusion functions and provide advanced reports on trends and data classification. Any type of collective decision 
algorithms can be embedded in this service with a prime choice being swarm intelligence (Engelbrecht 2005).  

6. TESTBED AND APPLICATION DEVELOPMENT 

Porting smart wireless sensing to industrial condition monitoring applications requires a careful consideration of a number of 
factors, which are likely to influence the efficiency of any implemented solution. Setting other factors aside, the ability of a 
sensor node in the first instance and that of a network of sensor nodes collectively, operating to deliver condition monitoring 
services, may be severely limited if a sufficiently long operational autonomy cannot be secured. Battery life itself can only be 
prolonged insofar as the need to initiate and execute RF transmissions is minimal, as power consumption associated with RF 
operation is a scale of magnitude higher than that of CPU operation. This is incompatible with condition monitoring practice, 
typical in cabled condition monitoring, that accommodate regular data transmissions of the time series of measured data or of a 
set of monitored parameters. Instead, RF operation should be initiated only when needed. This need is translated to a deliberate 
policy of ceasing data transmission for as long as the taken readings do not constitute useful data. That is when the observed 
machinery behavior follows known and anticipated behavior patterns, which do not have implications for the production or 
maintenance planning. In WSNs, this is equivalent to a careful and optimized control of the sensor node operating state 
transition between sleep, awake and transmit states. In a condition monitoring application it is hardly an energy efficient 
practice to leave this mechanism to be controlled only by the inherent sensor operating system mechanisms. Instead, the 
mechanism should also be tailored to the very nature of the application domain, ie condition monitoring. This implies that 
adequate middleware components need to be designed and implemented, which will achieve to effectively drive the sensor 
node operation, on the basis of the actual observed machinery operation patterns, rather than by built-in machinery state-
‘agnostic’ WSN mechanisms.  

Following the introduced design architecture, our research therefore focuses on the design and implementation of the proposed 
component and novelty-detection engine. Our initial priority is to define adequate computational structures, algorithms and 
software components that are likely to exhibit adequate novelty detection performance, when embedded in wireless sensor 
devices. To this end we are not initially interested in a large-scale deployment but rather seek to explore the implications of 
applying smart wireless sensing at the single machinery level. This single-node sensor intelligence is the precursor to the 
larger-scale collective node condition monitoring architecture, which is our ultimate target but is out of the scope of the initial 
testbed and application development. Only upon ensuring adequate performance at this level, will we move to implement the 
collective wireless sensor node operation, to be deployed at a larger scale. However, we seek to develop the single-node 
computational architecture by taking into account not only laboratory-based conditions and constraints, but also real-plant 
conditions, in order to progress step-by-step in an overall efficient architecture that is of industrial relevance.  

Our goal is to study the level of intelligence that can be embedded in a wireless sensor module when this module serves as a 
node in a condition monitoring infrastructure. When employing constructive model building for novelty detection, one has to 
tune the employed techniques to serve the specific application functional requirements. To this end, our case study was 
selected to provide the basis for testing the validity of our assumptions on machinery-level novelty detection in an industrially-
relevant setting, before attempting to port the new WSN-based novelty detection architecture to larger – size installations.   

Having defined a modular architecture for sensor-based novelty detection, we process the condition history of industrial 
equipment to decide the level of complexity for the modeling function that will drive our sensor-level novelty detection engine. 
This engine will identify unusual or unforeseen sensed behaviour based on features extracted from the samples. Any 
measurements (training data) which significantly deviate from the embedded data model are judged to be novel. It is important 
to emphasize this, as in practice a collection of samples can be marked as novel not because an expert user examined them and 
decided it, but the built-in model recognizes it to be so. The first step in this direction is to experiment with the implementation 
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of constructive model building for novelty detection and diagnosis based on real data, before embarking on porting the 
architecture to the field. The testbed is situated at the Phosphoric Fertilizers Industry compound of Kavala (Greece) and 
involves two pumps operating around the clock to supply water and Ammonium Nitrate to critical manufacturing components 
of the plant (Figures 9-10). Pump P-451A is a Feed Water Pump for two boilers, while pump P-503A is an Ammonium Nitrate 
Supply Pump for a granulator. They are both included in a visual inspection program that performs tactical multi-point 
measurements of vibration velocity, while an online monitoring system constantly records the vibration peak velocity (single-
point). The plant harsh environment and multi-level structure make permanent cabling almost impossible, while some 
hazardous material could easily corrode such a deployment. 

 

 

 

 

The measurement history (4-point Axial / Vertical / Horizontal velocity readings) of both pumps was processed and modelled 
through simple heuristics to assess the classification quality of a simple to compute novelty-detection engine. Our goal is to 
gradually enhance the engines’ efficiency in modelling and identifying novelty, while maintaining a low-to-medium 
computation profile. Data accuracy, volume and complexity are significant factors in balancing memory requirements and 
computational efficiency. We utilised this to build a heuristic constructive modelling process. We employ distance-based 
novelty estimation and a nearest neighbour technique for machinery condition classification. Pump 503A went through 
repeating operational failures which resulted into multiple “Critical” conditions.  

 

 

 
Figure 11: Constructive Model Building Efficiency 

Figure 10: Photo and Measurement Schematic for Pump P-503A 

Figure 9: Photo and Measurements Schematic for Pump P-451A 
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Our model training process used a small subset of the provided measurements as an initial set of Approved Data History. This 
subset comprised of samples which profiled two condition states (Normal, Critical). At each processing step (evaluation of a 
new measurement), any novel or missclassified measurements were automatically flagged out for future labeling and addition 
to the Approved Data History, in order to gradually enhance the models ability to correctly classify future measurements 
(Emmanouilidis et al. 2006). After a few processing steps the result was that all other measurements were correctly classified, 
providing evidence of successful constructive model building. However, the high performance rate is attributed to the limited 
data set upon which we experimented and cannot be expected to be achieved in all tests in this real application scenario. 

Figure 11 displays the classification results of two cases: (a) Evaluating Test Data using a static initial set of Approved Data 
and (b) Evaluating Test Data through Constructive Model Building. The former approach flagged many novelties and has 
produced a significant number of misclassifications, while the latter’s utilisation of constructive model building created a 
dynamically trained model which managed to correctly classify the total set of Test Data. Furthermore, no novelty was flagged 
in constructive modelling, effectively eliminating uncertainty for the machines condition states. These early results clearly 
attribute superior classification abilities to any dynamic model that constantly learns from the machine’s state history. Our goal 
is to define and optimally balance the implementation of this learning process, allowing its computationally efficient execution 
on top of sensor-level resources. Upon completing this stage of the work, our research will focus on more extensive evaluation 
both at the laboratory and industrial plant settings. The final single-sensor level subsystems will constitute modular 
components for the larger scale implementation.  

7. CONCLUSION 

Condition Monitoring can greatly benefit from the introduction of distributed wireless sensing solutions. Wireless condition 
monitoring is a flexible alternative to wired condition monitoring that has the potential to become a powerful toolset that can 
be exploited to enhance the lifecycle management of engineering assets. This has looked in key aspects of wireless sensor 
technology, with a view to its applicability in condition monitoring. Rather than designing the structure of a complete wireless 
sensor network middleware layer, we identify the need for proper module containers inside a sensor’s logic. Containers host 
services that respond to network requests, or application components that respond to internal calls and invocations. Such a 
wireless sensor network software architecture can have a significant impact in various aspects of condition monitoring: 

1. It supports an emerging new level of software development; the sensor-device development. The sensor device software is 
a promising market that needs specifications and tools to drive its solutions. Sensor services and applications move closer 
to becoming a product unit. A sensor-logic component that employs a learning technique for novelty detection is no longer 
a simple function to perform an elementary sensor task; it constitutes an advanced application executed at runtime.  

2. Condition monitoring systems serving industrial plants will significantly upgrade their performance and cost savings, by 
utilizing sensor level novelty detection: 

• There is no need for a multi-core collection server, when there is a multi-agent collective network. Sensor level 
resource allocation and task allocation services will ensure data availability, network robustness and efficient 
processing. One step further from sensor embedded novelty is the sensor collective novelty, scaling down and porting 
the benefits of a grid architecture to a wireless sensor network. The practice of grid or clustered processing offers solid 
proof of the significant reliability and performance upgrades when moving to a distributed model. A collective of 
smart sensors can more than adequately fulfill the processing needs of most condition monitoring processes.   

• The need for pre-scheduled visual inspections, maintenance actions and data readings is reduced when a group of 
smart sensors is able to identify critical events from fused novel data and automatically produce reports that can drive 
the scheduling of maintenance tasks. On-demand visual inspections mean fewer personnel on the shop-floor, which in 
turn, means less risk in the case of personnel working in harsh environments. Sensor embedded novelty can detect 
faults in the sensing infrastructure, while at the same time monitoring the state of the application environment. The 
same advanced detection method will be utilized to model, monitor and self-configure the sensor network itself. Sensor 
embedded novelty can serve as the basis for multiple network targeted functions: (a) scheduling sleep, (b) tuning 
sampling, (c) detect environment resource for energy harvesting. Self calibration and energy savings are directly 
translated in less time spent by personnel to check, configure and maintain the engineering assets infrastructure.  

• Finally, there is no need for top-to-bottom condition monitoring with overloaded software suites and black-box 
sensors, when programmable sensors with open software can be purchased and subsequently populated with services 
and applications able to drive and compose the desired monitoring process. Instead of full-scale suites, the provision of 
sensor services and sensor components will emerge offering a much greater variety, customization level and control 
over the features and the potentials of the final condition monitoring system. Thus engineering assets can be monitored 
by carefully tailored sensors equipped with the proper software modules to power its detecting capabilities. 

This paper has looked into how Novelty Detection and Condition Monitoring functionalities can be embedded in wireless 
sensor nodes and networks. A reference architecture for sensor-embedded novelty detection has been defined. This architecture 
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supports basic and advanced novelty detection functionalities in a modular approach, defining individual components and 
services that can be embedded at the sensor board level. Promising though it may be, the concept of sensor embedded novelty 
has significant limitations and constraints. Implementing model training tasks by utilizing the resources of a sensor board is 
challenging and bounded by the processing and memory capacity of small-devices. Novelty detection is a process that occupies 
many clustered and grid infrastructures. A smart sensor’s logic can only support the execution of simple and less sophisticated 
approaches, and thus the least efficient ones. The sensor’s small memory size poses serious constraints to the complexity and 
the magnitude of the dynamic data model. Low CPU resources will bound the amount of the sampled data that can be 
processed on-line, thus making the training rate low and the produced model non-qualitative. From a collective perspective, 
network-level intelligence can provide a more parallel-capable processing capacity with enough distributed memory to exploit 
and execute recent and more advanced novelty techniques. The performance of these implementations, ported for sensor 
middleware, will suffer from: (a) the overheads from non-standardized wireless and inter-process communication links, (b) the 
low-speed CPU-memory bus of the clustered sensor nodes, (c) fixed-to-OS implementations, bounded by their specific features 
for distributed functionality and lack of cross-OS portability. Currently, an increasing number of sensor middleware projects 
are utilizing a multi-agent paradigm for their implementations. These implementations do not share anything in terms of 
underlying OS, middleware interfaces, data formatting, process definition, agent architecture, thus making their fusion and 
collaboration, to form scalable sensor collectives, almost impossible. The next steps in our research involve the detailed 
definition and development of individual modules and services. The aim is to abstract the wireless sensor hardware and 
operating system as much as possible, so as to make the developed modules as platform-agnostic as possible. Then, on the 
basis of the single – node level development, the focus will be shifted towards the collective-node implementation, which in 
turn will be of relevance to larger scale wireless condition monitoring applications.  

 
6. LIST OF ABBREVIATIONS 

 
ACQP- Acquisitional Query Processing 
ADC - Analog-to-Digital Converter 
API - Application Programming Interface 
CBM - Condition-based Maintenance  
CMMS - Computerised Maintenance Management System 
CPU - Central Processing Unit 
DBMS - Data Base Management System 
DMA - Direct Memory Access 
EPROM - Erasable Programmable Read Only Memory 
ERP - Enterprise Resource Planning 
ISA - International Society of Automation 
ISM radio bands - Industrial, Scientific and Medical radio bands 
LBS - Location Based Services 
MIMOSA - Operations and Maintenance Information Open System Alliance 
ND - Novelty Detection 
O&M - Operations & Maintenance 
OS - Operating System 
OSA - Open System Architecture 
PDA - Personal Digital Assistant 
RAM - Random Access Memory 
RF – Radio Frequency 
RFID - Radio Frequency Identification 
ROM - Read Only Memory 
SCM - Supply-Chain Management 
SDK - Software Development Kit 
SDRAM - Synchronous Dynamic Random Access Memory 
SRAM - Static Random Access Memory 
SHM - Structural Health Monitoring 
SOA - Service Oriented Architecture 
SOAP - Simple Object Access Protocol 
SOC - System on a Chip 
SQL - Structured Query Language 
SQTL - Sensor Query and Tasking Language 
TEDS - Transducer Electronic Data Sheets 
VLSI - Very-Large-Scale integration 
WPAN - Wireless Personal Area Network 
WSN - Wireless Sensor Networks 
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